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Abstract:

Malware signature extraction is currently a manual and a time-consuming process. As a matter of fact, security
analysts have to manually inspect samples under analysis in order to find the malicious behavior. From
research side, current literature is lacking of methods focused on the malicious behavior localization: designed
approaches basically mark an entire application as malware or non-malware (i.e., take a binary decision)
without knowledge about the malicious behavior localization inside the analysed sample. In this paper, with the
twofold aim of assisting the malware analyst in the inspection process and of pushing the research community
in malicious behavior localization, we propose VizMal, a tool for visualizing the dynamic trace of an Android
application which highlights the portions of the application which look potentially malicious. VizMal performs
a detailed analysis of the application activities showing for each second of the execution whether the behavior
exhibited is legitimate or malicious. The analyst may hence visualize at a glance when at to which degree an
application execution looks malicious.
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Introduction

In recent years, mobile phones have become among
the favorite devices for running programs, browsing
websites, and communication. Thanks to their ever increasing capabilities, these devices often represent the
preferred gateways for accessing sensitive assets, like
private data, files and applications, and to connectivity
services. On the other hand, this trend also stimulated
malware writers to target the mobile platform.
Effective mobile malware detection methods and
tools are needed in order to protect privacy and to enable secure usage of mobile phones and tablets. Many
detection methods rely on static analysis, i.e., they base
on the investigation of static features that are observed
before running the application (e.g., occurrences of
opcodes in disassembled code (Medvet and Mercaldo,
2016), API usage in code (Aafer et al., 2013)): these
techniques are effective under controlled conditions,
but may be often easily circumvented by means of
malware obfuscation techniques (Egele et al., 2012;
Moser et al., 2007). In order to evade current malware
detection techniques and in the context of an ongoing
adversarial game, malware writers in facts implement
increasingly sophisticated techniques (Zhou and Jiang,
2012; Canfora et al., 2014). During its propagation,

malware code changes its structure (Canfora et al.,
2015d), through a set of transformations, in order to
elude signature-based detection strategies (Maiorca
et al., 2017; Dalla Preda and Maggi, 2017; Cimitile
et al., 2017). Indeed, polymorphism and metamorphism are rapidly spreading among malware targeting
mobile applications (Rastogi et al., 2014).
Beyond limitations related to code obfuscation,
static analysis detection faces also some limitations
peculiar to the Android platform. Indeed, one of the
main problems is given by how Android manage applications permissions for observing the file system.
Common antimalware technologies derived from the
desktop platform exploit the possibility of monitoring
the file system operations: this way, it is possible to
check whether some applications assume a suspicious
behavior; for example, if an application starts to download malicious code, it will be detected immediately by
the antimalware responsible for scanning the disk drive.
On the other hand, Android does not allow for an application to monitor the file system: every application
can only access its own disk space. Resource sharing
is allowed only if expressly provided by the developer
of the application. Therefore Android antimalware
cannot monitor the file system: this allows applications to download updates and run new code without

